What is confidential patient information?
All information about a patient is confidential, including any information that could be used to identify a patient ( Table 1 ).
There will be an exception if the information is clearly in the public domain or has been confidential but has become public knowledge.
Ethics of confidentiality
The obligation to maintain the patient' s confidentiality is rooted in the Hippocratic oath and in ancient medicine. It may have in its atavistic roots concerns about infectious disease. There are a number of ethical principles that underpin the confidential relationship between doctor and patient and they can be characterised using many of the familiar ethical concepts.
Perhaps foremost, respecting confidentiality is part of respecting a patient' s autonomy. Autonomy is about 'self-rule,' and part of having self-rule is not just control over oneself, but also control over information about oneself. Considering the other four ethical principles, we may conclude that breaching confidentiality could not per se be said to be doing good, acting beneficently for the individual, and might be said to be acting in a harmful way, thus going against the principle of nonmaleficience. Breaching confidentially may also be considered to be unjust in the sense of fairness.
Aristotle considered the acts that made people virtuous; part of being a physician is acting in a virtuous way, and virtue ethics has grown out of these concepts. Being able to keep patients' secrets is part of being a virtuous doctor.
The consequences of breaching confidentiality have to be considered. One reason for keeping confidences is the potential effects on the patient of breaches of confidence. Breaking confidences affects the doctor-patient relationship and so may have repercussions both for that particular dyad and also for the relationship between the public and doctors in general. On the other hand, the consequentialist view also determines when doctors may break confidence, as may be the case for public health measures.
The doctor-patient relationship is vital for the patient, both in an ethical sense and also in a practical sense. 1 The breaking of confidences affects both.
Principles of confidentiality
Although not legally binding, the General Medical Council guidelines provide detailed guidance. 2 They are important because the courts regard the GMC' s guidelines as practically co-extensive with and definitive of the obligations which the common law places upon doctors. The GMC is currently reviewing the guidelines. The courts are unlikely to condemn a practitioner for doing something that would be sanctioned by the GMC. The Department of Health has also issued guidance with Confidentiality: NHS Code of Practice. 3 General principles are shown in Table 2 .
When disclosure is deemed appropriate the Caldicott principles ( Table 3) should be followed. 6 If there is any doubt
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• Patient's name, address, full post code, date of birth.
• Pictures, photographs, videos, audio-tapes or other images of patients.
• NHS number and local patient identifiable codes.
• Anything else that may be used to identify a patient directly or indirectly. about whether disclosure is justified, the decision to disclose information without consent should be made by, or with the agreement of, the consultant in charge, or the Trust' s Caldicott Guardian. In practice it may be advisable to discuss the issue with both, or with a clinical ethics commmittee.
The incapacitated patient and relatives, friends, carers and others
Sharing information with others is normally done only with the patient' s express consent. However, if a patient lacks capacity, information may need to be shared with relatives, friends or carers to enable an assessment of the patient' s best interests. In practice in intensive care, this sharing takes place routinely. Information may also need to be shared with a person able to act or make decisions for that person, such as an Independent Mental Capacity Advocate (IMCA), someone with a Lasting Power of Attorney who is authorised to make healthcare decisions, or a deputy appointed by the Court of Protection. Information should only be disclosed in the patient' s best interests, and then only as much information as is needed to support their care. Each situation must be judged on its merits, and great care taken to avoid breaching confidentiality or creating difficulties for the patient. Decisions to disclose, and the justification for disclosure, should be noted in the patient' s records. It may be useful at the outset of treatment to establish exactly who is the next of kin or the relevant competent adult and use them as a conduit for information. In the heated and stressed atmosphere of the intensive care unit, refusal to disclose information to friends and others needs to be done with tact and sensitivity as most people will assume they have a right to know.
Telephone requests for information
It is important to check that any callers, by telephone or in person, are who they say they are. There can be a significant risk of harm to a patient through impersonation by those seeking information improperly. Seek official identification or check identity by calling them back (using an independent source for the phone number). Check also that they have a legitimate right to have access to that information. The police may quote a CAD number as a way of confirming identification (computer assisted despatch is the number assigned to the case at the time that the emergency services are called). Documenting who may be given information over the telephone may be helpful, as will using a defined person as a conduit for information as suggested above.
Police requests for patient information
When dealing with a request for patient information, the duty of confidentiality applies, so information cannot be disclosed without the patient' s consent except in certain circumstances. No matter what the police may say (often they seem to be unaware of the law), they have no special right of access to confidential information (this includes photographs, fluid or tissue samples). When the police are present on the intensive care unit they often repeatedly ask different members of the healthcare team for information. The healthcare team should
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• Confidentiality is a patient's right.
• Disclosure of information requires express consent except
where the law allows otherwise.
• When a patient has consented to disclosure of information, only the information the patient has agreed can be disclosed to a third party.
• When a patient has consented to disclosure of information to a third party, no other use of that information can be made without seeking further consent from the patient.
• An incompetent patient cannot give valid consent.
• For patients who lack capacity to give consent the overriding principle is the patient's best interests as defined by the Mental Capacity Act 2005. 4,5
• When a patient lacks capacity, it is permissible to share information with close relatives, key carers or the person's legal representative when determining best interests.
• Patient information should not be disclosed to third parties without consent except in certain prescribed circumstances.
• Before disclosing information it is important to consider any legal duty, the GMC guidance and the Department of Health's Confidentiality: NHS Code of Practice. If in any doubt, do not disclose information and refer the matter to the hospital's Legal Affairs Department or seek advice from the MDU or MPS who are well used to advising on such matters.
• Where disclosure is deemed appropriate (with or without consent), only the minimum relevant information necessary should be disclosed.
1. Justify the purpose.
2. Don't use patient-identifiable information unless it is absolutely necessary.
3. Use the minimum necessary patient-identifiable information.
4. Access to patient-identifiable information should be on a strict need to know basis.
5.
Everyone should be aware of their responsibilities. be reminded of the duty of confidentiality and the police should be asked to refrain from badgering the staff. Any request should be formally addressed to the consultant in charge. Competent patients can give consent but in the critical care setting there are many factors that make assessment of a patient' s competence difficult ( Table 4) .
Unlike consent, where there is a presumption of competence unless proven otherwise, it may be safer to presume a lack of competence unless there is objective evidence to the contrary, when considering disclosure of confidential information ( Table 5 ).
The treatment and care of a patient are paramount, and the police should not be allowed access to the patient if this will delay or impede treatment or compromise the patient' s recovery. If the patient' s treatment and condition permit, a member of the healthcare team may ask the patient if s/he is willing to speak to the police. If not, the decision must be respected. If a patient cannot or refuses to give consent, information can be only be disclosed when it is required by law or is in the public interest.
If there is no immediate public interest reason for disclosure, no further information should be given to the police. The police may seek a court order for the disclosure of confidential documents (this must be from a circuit judge and not a magistrate), under the Police and Criminal Evidence Act 1984. They can use powers in S19 of this Act to seize evidence, such as clothing, which may help in detecting or prosecuting a crime.
In some circumstances it may be justifiable to release patient information to the police ( Table 6 ).
Disclosure in the public interest
Public interest is the general welfare and rights of the public that are to be recognised, protected, and advanced. There are exceptions to the duty of confidence that may make the use or disclosure of confidential information appropriate. Statute law requires or permits the disclosure of confidential patient information in certain circumstances, and the courts may also order disclosures. Case law has also established that confidentiality can be breached where there is an overriding public interest. Ultimately, the courts decide what is or is not in the public interest, but there is little guidance from the sparse case law. 8, 9 In general, it is in the public interest that medical confidences are maintained, as it is important that individuals should be able to seek medical advice and assistance in private. There will, however, be cases where a wider public interest may override doctor/patient confidentiality.
Under common law, it is permissible to disclose personal information in order to prevent and support detection, investigation and punishment of serious crime and/or to prevent abuse or serious harm to others where it is judged, on a case-by-case basis, that the public good that would be achieved by the disclosure outweighs both the obligation of confidentiality to the individual patient concerned and the broader public interest in the provision of a confidential service. Whoever authorises disclosure must make a record of any such circumstances so that there is clear evidence of the reasoning used and the circumstances prevailing. Disclosures in the public interest should also be proportionate and be limited to relevant details. It may be necessary to justify such disclosures to the courts or to regulatory bodies and a clear record of the decision-making process and the advice sought is in the interest of both staff and the organisations they work Table 5 Evidence of competency. Table 6 Justifiable reasons to release information to the police.
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To show capacity to consent (competence) to the disclosure of confidential information, the patient must be able to:
• Understand in simple language what is to be disclosed and why it is being disclosed
• Understand the main benefits of disclosure • Understand, in broad terms, the consequences of disclosure
• Understand that they have the right to refuse • Retain the information long enough to make an effective decision
• Make a free choice (ie free from pressure)
• If staff have been threatened or assaulted by a patient, the police can be informed and protection requested. Information disclosed should be limited to the minimum necessary to protect staff and/or property.
• A driver who is alleged to be guilty of an offence under the Road Traffic Act 1988 may seek treatment for an injury. There is a requirement to divulge the name and address of the driver if asked by the police.
• The Terrorism Act 2000 legally obliges doctors to volunteer information if, in the course of professional duties, they believe or suspect that a person has sought, received or is in possession of money intended to be used for terrorist purposes, or a person has used money or property for terrorist purposes. It is a criminal offence not to disclose such information as soon as practicable to the police. 'Terrorist purposes' are defined as the use or threat of action involving:
-serious violence to a person, a serious risk to public health and safety or serious damage to property -the use or threat of such action is designed to influence government or intimidate the public or a section of the public -the use or threat is made to advance a political, religious or ideological cause.
• Prevention, detection or prosecution of serious crime and/or to prevent abuse or serious harm to others.
• The GMC says the fact that a patient has sustained a gunshot wound must be reported to the police whenever a victim arrives at hospital. 7 Identifying details, such as name and address, can only be disclosed with the patient's consent. If the patient says "no", the information may only be disclosed if the doctor considers it is in the public interest or if required by court order.
• To assist in the identification of an incapacitated patient.
within. Clinical ethics committees may have a role in assisting clinicians in these difficult decisions and they may afford a degree of protection from professional regulatory censure should a complaint be made. Wherever possible, the issue of disclosure should be discussed with the individual concerned and consent sought ( Table 7) . Where this is not forthcoming, the individual should be told of any decision to disclose against his or her wishes. This will not be possible in certain circumstances, eg where the likelihood of a violent response is significant or where informing a potential suspect in a criminal investigation might allow them to evade custody, destroy evidence or disrupt an investigation.
Each case must be considered on its merits. Decisions will sometimes be finely balanced and it will be difficult to make a judgement. It may be necessary to seek legal or other specialist advice (e.g. from professional, regulatory or indemnifying bodies) or to await or seek a court order.
Serious crime and national security
The definition of serious crime is not entirely clear. Murder, manslaughter, rape, treason, kidnapping, child abuse or other cases where individuals have suffered serious harm may all warrant breaching confidentiality. Serious harm to the security of the state or to public order and crimes that involve substantial financial gain or loss will also generally fall within this category. In contrast, theft, fraud or damage to property where loss or damage is less substantial would generally not warrant breach of confidence. 10
Risk of harm
Disclosures to prevent serious harm or abuse also warrant breach of confidence. The risk of child abuse or neglect, assault, a traffic accident or the spread of an infectious disease are perhaps the most common that staff may face.
The coroner
The coroner is obliged by law to investigate the circumstances of certain deaths. Their investigations may include obtaining patient' s records. Clinical notes and relevant information about the deceased must be disclosed to the coroner or coroner' s officer on request. Information should not be disclosed about living patients without the express consent of each patient. The coroner may order disclosure of information without consent, but this is very rare. In suspected murder or manslaughter cases, the coroner will pass the investigation to the police. Disclosure of the deceased' s medical notes to the police or Home Office pathologist is permitted if they are relevant to the enquiry.
GMC and other bodies
GMC assessors are entitled to access confidential patient health records under the powers given to them by virtue of the Medical Act 1983 (as amended by other legislation). 11, 12 Similarly, the Audit Commission Act 1998 provides auditors appointed under that Act with the powers to access health records and, where necessary, patient-identifiable information to further their investigations.
It is for Audit Commission auditors and GMC assessors to decide what level of information is necessary for them to fulfil their functions, eg access to a complete record containing patient-identifiable information, selected parts or just anonymised information. If there are concerns about the level of information requested, good practice would be to seek and document the reasons why this is needed. Patients should be informed that disclosure has been required. The Health Service Ombudsman has the same powers as the Courts to disclose information but see their work as falling under 'medical purposes.' Any request for information from them should be complied with without the necessity of obtaining a court order.
NHS complaints committees
It is unlikely to be practicable for complaints committees to undertake their work without access to relevant parts of a complainant' s medical record, and anonymisation is not practicable. The use of identifiable information is therefore necessary and appropriate. However, the explicit consent of the complainant, and any other patients whose records may need to be reviewed, is required prior to disclosure. It may be necessary to explain to a complainant that their complaint cannot be progressed if they refuse to authorise disclosure. In some circumstances, where the trust of patients in NHS care or patients may be at risk, the public interest may justify disclosure to complaints committees.
Solicitors
Information can be disclosed to a solicitor as though s/he was the patient. In practice, most solicitors will provide the patient' s signed consent when requesting confidential information. If a solicitor acting for someone else seeks information about a patient, the patient' s signed consent must be obtained. Should the patient refuse, the solicitor may apply for a court order requiring the information to be provided. A court order must be complied with.
Courts and tribunals
The courts, some tribunals and persons appointed to hold enquiries have legal powers to require disclosure of confidential patient information. Care needs to be taken to limit disclosure strictly in terms of the relevant order, the precise information requested to the specified bodies and no Table 7 Actions to take when disclosing patient information without consent.
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• Inform the patient of the need to disclose information, what information will be disclosed and why.
• Disclose the information promptly to the appropriate body.
• Disclose only the minimum information necessary.
• Inform the patient in writing as soon as the disclosure has been made.
• Document in the patient's record the steps taken to seek or obtain consent, and the reasons for disclosing information without consent.
others. It is permitted to make ethical objections known to a judge or presiding officer, but unless the order is changed, compliance is necessary.
HIV and AIDS
Patients with HIV or AIDS can pose special problems, as it should not be assumed that family members or partners are aware of the diagnosis or that the patient would want them to be informed even if it were necessary when assessing their best interests. The safest course of action is not to disclose the diagnosis as there is no obligation to do so, even to sexual partners and the more appropriate time for such an issue to be raised is when the patient has fully recovered. If the patient dies then the diagnosis will be disclosed on the death certificate. The GMC guidance says 'disclosure of personal information without consent may be justified in the public interest where failure to do so may expose the patient or others to risk of death or serious harm." 13 This means that it may be permissible to disclose the patient' s HIV status to a partner without consent, but it is submitted that there should be other relevant factors, such as pregnancy, as there is no medical justification for immediate commencement of antiretroviral therapy should the partner test positive.
Deceased patients
The Department of Health and the General Medical Council are in agreement that, whilst there are no clear legal obligations of confidentiality that apply to the deceased, there is an ethical basis for requiring that confidentiality obligations continue to apply. Any wishes expressed by a patient while alive should be respected after death. Where no express wishes have been made while the patient was alive, information can be disclosed with the authority of an executor of the patient' s will or administrator of his or her estate. Limited information may be disclosed to help identify a dead person. Fuller details may also be disclosed, depending on circumstances, such as whether the information is already a matter of public record, or how it will be used.
Liability to third parties
Although a doctor may foresee a risk to a third party, for example, a partner of an HIV/ AIDS patient, the public interest does not impose a duty of disclosure to the third party. If such a duty were to be imposed then it would place the doctor in the difficult position of being forced to juggle competing obligations. In English law, a person will not be held liable for an omission where there is no recognised duty to act. A few American states have imposed a duty of disclosure in limited circumstances but this is unlikely to be followed in the United Kingdom.
Breach of confidentiality
There are very few reported cases. If a patient' s claim for an unauthorised disclosure is successful the court is entitled to grant an injunction and/or award damages; damages tend to be nominal. 14 Of greater consequence is that a breach of patient confidentiality could result in a finding of impaired fitness to practice, which carries a range of sanctions, including erasure from the register. Confidentiality of patient information is a requirement of employment under the NHS, so any breach may result in disciplinary proceedings.
Conclusion
Confidentiality is at the centre of maintaining trust between patients and doctors. The duty of confidentiality is defined and protected by common law, an increasingly complex body of statute law and professional guidelines. Doctors are obliged to maintain confidentiality but should be aware of when statutes impose a legal duty to disclose confidential information and in what situations they may have discretion to disclose information ( Table 8) .
• To assist a Coroner or other similar officer with an inquest or fatal accident inquiry.
• To National Confidential Inquiries or other clinical audit or for education or research. Information should be anonymised wherever possible.
• On death certificates. Death certificates should be completed honestly and fully.
• To provide information for public health surveillance. Anonymised information should be used unless identifiable data are essential for the purpose.
• Where a parent seeks information about the circumstances and causes of a child's death.
• Where a partner, close relative or friend seeks information about the circumstances of an adult's death, and there is no reason to believe that the patient would have objected to such a disclosure.
• Where a person has a claim arising out of a patient's death, they may be entitled to see the patient's clinical records under the Access to Health Records Act 1990. Table 8 Examples where disclosure may be permissible.
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